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Disclaimer

o The information provided in this presentation is for information purposes only.

o The CIRPASS-2 consortium partners are not responsible for any damage that could result 
from making use of this information.

o The information provided should not be interpreted as representing the views of 
CEN/CENELEC JTC 24 nor of the European Commission.
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What will we be doing today

o Context
o Supporting documents
o Building blocks
o Architectural recommendations
o What’s happening now?
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Six supporting documents have been created, each with its own 
purpose in relation to the architecture proposal

placeholder

USER STORIES V3

Details all interactions between the 

DPP system and its users, based on 

the ESPR

Options for redirection to the 

backup

Considerations for ensuring access 

to mandatory DPP backup

Options for EU Web Portal search

Provides considerations and 

recommendations for the search 

portal

Risks and mitigations

Analyzes technical and non-

technical risks for the DPP system 

and proposes mitigations

Reference architecture proposal

Proposes building blocks and 

recommendations for a full-fledged 

DPP system

The simplest DPP system

Describes a minimal DPP system, 

as inspiration and starting point for 

more complex systems 
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LIFECYCLE STAGES

Independent 

Operator

DPP Service 

Provider 

(DPPSP)

Responsible

Economic

Operator (REO)

End User

ROLES

NUSER STORY

Create a DPP1

Access online4

Update with

authorization
8

Update without 

authorization
7

Access from

Data carrier
3

End of DPP 

availability
13

Link a DPP2

Update at 

product EoL
9

Update a 

backed-up DPP
6

Change 

DPPSP
10

Public 

Authorities
Access a 

Collection
5

CREATE A DPP READ A DPP WRITE TO A DPP

TRANSFER 

RESPONSIBILITY 

OF A DPP

DEACTIVATE 

A DPP

Make available

a DPP back-up
12

Transfer DPP 

ownership
11

User stories are based on the DPP lifecycle
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The architecture proposal provides guidance on actor level via 
‘building blocks’ and ecosystem level via ‘recommendations’.

Role-based view of the DPP system e.g. building blocks for economic operators
e.g. recommendations with regards to 

interoperability

Identified relevant roles 
participating in the DPP 
ecosystem

Defined 26 Building blocks 
covering mandatory and 
salient optional functionality

Provided 25 
Architectural 
recommendations

o Interoperability

o Identity and Access management

o DPP integrity

o DPP access

o Data management

o Display
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Roles and their relationships
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…
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The architecture proposal provides guidance on ecosystem 
level via 25 ‘recommendations’

interoperability

▪ Interoperability

▪ Identity and Access management

▪ DPP integrity

▪ DPP access

▪ Data management

▪ Display

Identity and access management

Integrity
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Recommendations for interoperability 
(technical, semantic, syntactic)

{

  "@context": 

"https://example.com/dpp-

context.jsonld",

  "@id": 

"https://example.com/dpp/123456",

  "@type": "DigitalProductPassport",

  "product": {

    "@type": "Product",

    "name": “ProductXYZ",

    “component": “XYZ",

    “id": “0123456789"

  },

  "manufacturer": {

    "@type": "Organization",

    "name": “XYZ Manufacturing",

    "location": "Netherlands"

  },

Exchange of DPP

Standardize Default Exchange 
Format as JSON-LD

1

API
Data carrier

Web browser or apps

Adopt the standard lifecycle API 
specification proposed by JTC24

3

Align with existing API 
specifications for value-added 
services based on open standards

4

Link to sub-
component DPPs

5

Any actor
Responsible 

EO

EO template

Sectoral template

Legal template

Make use of modular DPP 
templates 

2
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What’s happening now?

User stories

o Update with the latest insights from:

o architecture discussions

o pilot project talks

o international developments

o …

o Consider new interactions, for instance for Customs authorities

Architecture Proposal

o Comments / recommendations will be processed

o … and are still very welcome
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Reading material

The most recent version of all project results mentioned may be found here: 

Project results – Cirpass2

https://cirpass2.eu/project-results/
https://cirpass2.eu/project-results/
https://cirpass2.eu/project-results/
https://cirpass2.eu/project-results/


Thank you!

Funded by the European Union under the GA No 101158775. Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European 

Union or the European Health and Digital Executive Agency (HADEA). Neither the European Union nor the granting authority can be held responsible for them.

www.cirpass2.eu

Contact us : info@cirpass2.eu

@cirpass2-dpp @cirpass2_dpp @cirpass2_dpp
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