=\

CIRPASS2 Reference architecture

Proposal for a DPP system reference architecture

Huib van Nieuwenhuijze - TNO

9 October 2025




] ] ,-:\
Disclaimer @&!ﬁﬂﬁ?ﬁ’

o The information provided in this presentation is for information purposes only.

o The CIRPASS-2 consortium partners are not responsible for any damage that could result
from making use of this information.

o The information provided should not be interpreted as representing the views of
CEN/CENELEC JTC 24 nor of the European Commission.
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2. DPP main design features

i () e

(the “HOW'". To be developed horizontally for all product groups and (the “WHAT". To be developed through product-group
legislations) specific dedicated legislation)

* The DPP registry

« Asearchable Web Portal Information to be included in the DPP will be product-

group specific and identified in delegated act process.
» All standards and protocols related to IT architecture:

1. Unique identifiers It may include information/data on one or more of the
2. Data carriers and links between physical product and digital representation following areas:
3. Access rights management, information security, and business confidentiality .
* Technical performance

4. Interoperability (technical, semantic, organisation) «  Environmental sustainability performance

. « Circularity aspects (durability, repairability, etc)
5. Data processing , data exchange protocols, and data formats . Legal compliance
6. Data storage, archiving, and data persistence * Product-related information (e.g., manuals, other labels)

Data authentication, reliability, integrity

ae DPP lifecycle management and searchability = - . European

Commission
ESPR Webinar, 22.05.24



Six supporting documents have been created, each with its own @?RpAssz
purpose Iin relation to the architecture proposal )
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USER STORIES V3

Details all interactions between the
DPP system and its users, based on
the ESPR

Options for redirection to the
backup

Considerations for ensuring access
to mandatory DPP backup
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Options for EU Web Portal search
Provides considerations and
recommendations for the search
portal

Risks and mitigations

Analyzes technical and non-
technical risks for the DPP system
and proposes mitigations

Funded by
the European Union

Reference architecture proposal
Proposes building blocks and
recommendations for a full-fledged
DPP system

Cost for DPP
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-
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~
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Rubber ducky DPP /_/// _ Lﬂfﬂz:ﬂ
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:‘; - g Vehicle DPP
~ ~ -
T T # DPP system complexity
Low-cost, non- High-value complex
repairable products assets (with possibly
several linked DPPs)
The simplest DPP system

Describes a minimal DPP system,
as inspiration and starting point for
more complex systems

Digital Product Passport




Six supporting documents have been created, each with its own ((

purpose Iin relation to the architecture proposal

/:§\
CIRPASS?
A\

Digital Product Passport
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USER STORIES V3
Details all interactions between the

DPP system and its users, based on
the ESPR

Funded by

the European Union

Reference architecture proposal
Proposes building blocks and
recommendations for a full-fledged
DPP system

Cost for DPP
implementation
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T T # DPP system complexity
Low-cost, non- High-value complex
repairable products assets (with possibly
several linked DPPs)
The simplest DPP system

Describes a minimal DPP system,
as inspiration and starting point for
more complex systems




User stories are based on the DPP lifecycle ((”??nmssz

\\ Digital Product Passport

USER STORY o

TRANSFER
LIFECYCLE STAGES p> CREATE A DPP READ A DPP WRITE TOADPP [l RESPONSIBILITY DEACTIVATE

OF A DPP

A DPP

ROLES Y

Responsible n
. Create a DPP Change
kﬂ Economic Update a @ DPPSP End of DPP
Q backed-up DPP

availability
Operator (REO) Link a DPP Transfer DPP
ownership

. Access from
End User Data carrier
[ )
° Access online
° Update without
authorization
N Independent _
e o 0 t Update with
~ perator authorization
o Update at
amm  DPP Service product EoL
- Provider Q Make available
R — (DPPSP) a DPP back-up
m Public
en Access a
Authorities e Collection

Funded by
the European Union 7



The architecture proposal provides guidance on actor level via @?RpAssz

‘building blocks’ and ecosystem level via ‘recommendations’. N pamoaree
Identified relevant roles Defined 26 Building blocks Provided 25

participating in the DPP covering mandatory and Architectural

ecosystem salient optional functionality | recommendations

o Interoperability

Identity and Access management
DPP integrity

DPP access

Data management

Display

o O O O O

e.g. recommendations with regards to

Role-based view of the DPP system e.g. building blocks for economic operators | . -
interoperability

Funded by
the European Union 8



Roles and their relationships @?nmssz

\\ Digital Product Passport

I > Key relations between roles
Supply chain
* Relates to a number of roles actors

- System belonging to a role

® @ o Otheractors

—_—
Provide DPP & DFFi=meless

related services

Back-up
DPP

h responsible EO
2T [ g—

Check m EC Central Services product =
—] product == DPP data repository
E EU CSW-CERTEX compliance

Customs Authorities
DPP back-up

DPP registry

Make data

carrier
l available to
| ) D Web browser or apps
Online retailers
P

-0 .
Iﬂ-fl‘i Data carrier

—]
L —_J

Access DPP
|:_| DPP web portal data

a Market Authorities

Set out Access and
rules for mDS:;'ICE'L o update batch /
Access model item DPP data Access DPP
DPP data level DPP data if original
DPP is not
available

L ]
f \. Independent operators

—

V Credentials authorities and
Issuing authorities

@ End Users, including the
@ public

—-— o
== Credentials Provide
Credentials

Funded by
the European Union



Relevant roles to potentially Relevant roles to provide data and The responsible EO needs to provide The regponsible EO n_eeds to make
provide templates are the credentials are Credentials agency, DPP information to public authorities use of a back-up service by an

European Commission, National Issuing agency and Supply chain independent DPPSP
bodies, sectoral organisations. actors.

i 3, g i

Identify which data to collect for the DPP Collect DPP data in the appropriate format Link the DPP to the product via a data

carrier

Publish the DPP information in the right
locations

DPP data retrieval DPP data carrier creator DPP publisher
_________________________________________________________________________________________________ www.example.
! com/dppi

DPP data repository

www.example.com

fwellknown/dpp1m
etadata (only on

model level)

Provide access to the DPP

resp0n5ib|e Secocococssnccccccssnsad DPP data repository
Economic [ . Lifecycle AP
Operator (EO)

DPP data repository

Update the DPP, including deactivation Switch responsible EO

(i1

000 000

Links to user story number N

Access to DPP is relevant for all Position in the context view

D Web browser or apps End users, independent operators,

roles. Which data an actor has crt:dential; agifl‘_CieS;t:UEEW chain
: oro _ actors, and public authorities may
2:::::'s;tit:|:-epends o Gl Data carrier (request to) update DPP data.

omvh

System belonging to an actor

Describes the general function
of the set of application services

Mandatory application serivce

1 1+ Optional application serivce

==y Relation: departs from trigger



The architecture proposal provides guidance on ecosystem

level via 25 ‘recommendations’

=
((-CI RPASS?

\ Digital Product Passport

Interoperability
|ldentity and Access management
DPP integrity

o Utilize elDAS 2.0 compliant Utilize elDAS 2.0 fial
Verifiable Credentials for identit Credentials for role management

DPP access
Data management | o s
Display

Eiﬂ

Identity and access management

interoperability
Establish a DPP reporting system
to report incorrect DPP
m._l_ PPPPP — N
sy e s e
[ oo eromeer crams T Al beckap provider
B2 Do carier i B functionaiity with primary storage
B Utilize trusted third parties for
trust
[] s trsercras
Ded —— chuma ] = |
recel update
Provide and record update
recejpts
Integrity
11
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Recommendations for interoperability ((-ClRpAssz
(technical, semantic, syntactic) A\ igtal Product asspor

e Adopt the standard lifecycle APl
specification proposed by JTC24

Align with existing API
0 specifications for value-added
Responsible services based on open standards
EO Any actor

Exchange of DPP D
Web browser or apps
oro ;
g Data carrier

odc

Standardize Default Exchange Make use of modular DPP
Format as JSON-LD templates

{
"@context":
"https://example.

context.jsonld",
"@id":
"https://example.com/dpp/123456",
"@type": "DigitalProductPassport",

Legal template

"@type": "Product",

"name": -“ProductXYZ", H -
“component”: “XYZ", Link to sub Sectoral template

“id": “0123456789" component DPPs

"manufacturer”: {

EO template

-

Funded by
the European Union 1 2
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Digital Product Passport

What’s happening now?

User stories
o Update with the latest insights from:
o architecture discussions
o pilot project talks
o international developments
o ...
o Consider new interactions, for instance for Customs authorities

Architecture Proposal
o Comments / recommendations will be processed
o ... and are still very welcome
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the European Union 1 3
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igital Product Passpol

Reading material

The most recent version of all project results mentioned may be found here:

Project results — Cirpass2
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https://cirpass2.eu/project-results/
https://cirpass2.eu/project-results/
https://cirpass2.eu/project-results/
https://cirpass2.eu/project-results/
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Thank you!

www.cirpass2.eu

Contact us : info@cirpass2.eu

m @cirpass2-dpp @ @cirpass2_dpp u @cirpass2_dpp

Funded by Funded by the European Union under the GA No 101158775. Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European
the European Union Union or the European Health and Digital Executive Agency (HADEA). Neither the European Union nor the granting authority can be held responsible for them.
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